E T SR N YRS AN-MEM-002
IV EST F 1.0 kR, 2022 4E 11 H

\

Z20K14xM Flash #3455

1 f&ifr H &

(O < T 1
AN AEIREENABWATEN 2 Flash 4D oo 2
Z20K14xM Z%1 MCU ] Flash f£57 58 B3 A, 14
B8 DL % 76 B F 4 5ot 7 o 98 35 pR Y B SR B et 15

ZHQON



Flash {3414 BGEIE

2 Flash 54"+
2.1 Flash &3 K1/EH

Z20K14xM Z%1] MCU =281 Flash £/47, =] T FHIE TSR A 7 U5 in) Flash Al
RAM. FEVFEMZE, ZAPIhae ik HiE B SIS LB N AE FF R A &%

W H Flash {475, & H 2
- {97 Flash #1 RAM H{ N &

- BRIRTEY AR Ui 9 9 Flash/RAM
- Rk J-Link i D AT

2.2 Flash {3~ Ihge

Flash [fR4r /2 i@ i 7E Huhik 0x02000000 G 16 £75 N OXFS5EC SEELHT . [A]iZHh
HEHE N OXFBEC, MCU EAf7jE Ry A%, AReiEid DAP (Debug Access Port)
Vilnl MCU [ Flash fI RAM.

Flash {547 ZhBE 7> AL G4 Al backdoor (R4 i Fh. 5 BVER M2, PR ERY
Z AR E Y . (ARG ORY S T LA B3 it backdoor HILRYT, (EAfEH
H# backdoor HJERYJE R BEELEHERR Flash, AREEEEZBAALARYT .

22.1 fEGRY

LG R 2 R AE Hi 4l 0x02000000 HIIS 16 A5 A\ OXFSEC 751, il 77 1%
&S, HAEH JTAG/SWD Xt Flash AT HERRERAEA W] AR IR 37 T 2 DAP
Vil

ER: W R AES N OXF5EC Y 2EA -, Fi78 Hli: 002000000 H 5 16 £7 5 A Ox3EE2,
EP7E Hh kil 002000000 5 N\ OX3EE2F5EC, R AjG 4%k 1E4Mi DAP Xt Flash [)#5
BRACPR, AT B 20 (0 AR o R AP R 7 YR SR A0 S S BB A8 P P 30 191 8 1 3 Bk AR A 42
B Flash Fip9%s, mREAMERE MCU NIRRT EBEBS . % B
A A s EE R TR A, T DU H s ER 1 iy A #EF% Flash.
G =R BT 3, B IR IR

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash {3414 BGEIE

HR—

H MCU 27 HiEE A

Z20K14xM [1] 0.7 iz SDK "4 5% FLASH_EnterSecurityMode 7] B 4 H - Flash
.

+ FLASH EnterSecurityMode()

ResultStatus _t FLASH EnterSecurityMode ( ControlState t debugEraseAllEn,
const FLASH_CmdConfig_t * config
)

Flash enters security mode. In this mdoe, debug Port is prevented to read any AHB-AP memory-map addresses.

Parameters
[in] debugEraseAllEn Enable/Disable debug erase-all.
« ENABLE: debug erase all request is allowed to erase flash
« DIABLE: debug erase all request cannot erase flash

[in] config config the action when the command is executing

Note
if config->callBack is not NULL, it has to point to a funtion that is not in the flash memory that flash commands is executing in.

Returns
- SUCC — successful
+ ERR - some error
« BUSY - flash is executing last command. It can not execute this
new command now.

HARI 5401 -

FLASH_EnterSecurityMode (ENABLE, &FLASHTEST_CmdExeConfig); //Flash 1y & B

B, Mk Flash

Hrp, BCESSHRRRELT:

FLASH_CmdConfig_t FLASHTEST_CmdExeConfig =

{
FLASH_CMD_ACT_WAIT, //act, wXu{iienE
// - FLASH_CMD_ACT WAIT: &% 325

// |EVRRE SRR i a ot 28/ LASH_CMD_ACT _WAIT, S¥fise
FEEHZR

}s

AR
EREFFETI T2 E N, A4 hex CEF5E X —Hi T 0x02000000 Abf
const, & F#FEFH HEZSRIXA M bELL,

__root const uintl6_t Securecode @0x02000000 = OxF5EC;

HR=
EAZALAT PLE S R % 88 E A ERAE Flash controller 1] register ££ 0x02000000 BL#5 .
Z20K14xM Flash fR497#855, £ 1.0 5%, 20224 11 A
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Flash {3414 BGEIE

— Ml R AR TE R, FE R R R

Methodl: F##F@E J-Link BHEHRIET /A4, 5 A OXF5EC;

Method2: N#8% T #—BfE 7 2 SRAM 1817, #R 5l SRAM 25 [ Flash
RSN key 1H;
b, SR (Method 2) 23 ERHEH A

2.2.2 it backdoor BI{RH

FLET Z20K11xM, Z20K14xM [¥] Flash #4772 7 backdoor Mhft. Wi H 3,
backdoor /&£ MCU HBC & Flash fr47 Jo v LUl I B E AR RS, A — KIS
IRV IR] (AT DA IAR Hr ) Attach to running target ThBE). MCU &£ & A7
JE RS N ORAPUIRES, AR 8T DAP i

fE48 F 7 backdoor FI{R IRERT, BR T 7E 0x02000000 -5 A\ OXFSEC 2.4k, i&
FEAER U EE BN B X HEE. B, of LE FRIIH G =M
b AN LR S ) 2 R A -

Hi bt BiE
0x02000000 OxXFFFFF5EC
0x02000004 0x26332556
0x02000008 0x02122504
0x0200000C 0x029865D4

R SESMAY 8, WREAHEE 002000000 [ 16 75 N\ 0x3EE2, &
fr ) AaeiEd A DAP Y713 MCU. i backdoor fR47" J&id T LA TS P #RER AT
J& backdoor, VRIS 9 DAP Vilnl, {HATSRICIE#E R Flash, HAKR %8 H 77
AT LAS S 2.3.2 #AY: A backdoor fRA . I FREAS A P TR 1A BB RS
5 Flash FIIANZ, WREEERE MCU WEIRBEAELEBS. % B
A T AR DR, RT DL R R A 2 4R Flash.

bR %% Flash_ProgramPhrase 7] LAH T-7E Flash | ()45 i Mk 5 N £ { -

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash {3414 BGEIE

« FLASH ProgramPhrase()

ResultStatus t FLASH_ProgramPhrase ( uint32_t flashAddr,
const uint8_t * dataP,
const FLASH_CmdConfig t * config

)

program a flash phrase

Parameters
[in] flashAddr phrase start address to be programmed
[in] dataP points to data to be programmed into flash
[in] config config the action when the command is executing

Note
if config->callBack is not NULL, it has to point to a funtion that is not in the flash memory that flash commands is executing in.

Returns
- SUCC - successful
« ERR - some error
« BUSY — flash is executing last command. It can not execute this
new command now.

FAARR 7500 F

uint32_t uData[4U];

uData[0@] = OxFFFFF5ECU;
uData[1l] = ©Ox26332556U;
ubData[2] = 0x02122504U;
ubData[3] = 0x029865d4U;

FLASH_ProgramPhrase(0x02000000, (uint8_t *)uData, &FLASHTEST_CmdExeConfig);

2.3 fRER IR

Flash Fo & R4 )5, FEFFASAT V) v) AN AT DAP 6, JF A& W R ZE it
FEFF, P FARORAP BV AS K Flash 4= BB HERR 5 PRV 1], B PN BN FH B AT )
backdoor 7t VF IR ) DAP 1A .

231 FRGREBRART TR

J7ik: Ed J-Link Commander il 5 BIAS i B4R 97, BIAS 1 LR SR A

(g 3
1. #JF J-Link Commander
J-Link Commander V7.22 - O *

ER J-Link Comma

FDI, GDB, FlashDL, FlashBPF, JFlash

ct” to establish a target conmection, 7 for help

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash R4+ 4 BGEIE

2.
3.
4.
N

FTIF 44 unlock_cmd.txt JEIAS B3 A

¥ unlock_cmd.txt H [ Fr A 5 2 & il

¥ L — B EHIHI$8 4R #] J-Link Commander, 254> H 31T

P PAT IS A 2Bt DU R SHEREA Tk LS, k4 “Z20K14xM 7,

J-Link V7.22 Device Selection ? X

The selected dewice “SWDWRITEDP” is unknowm to this wersion of the J-Link software.

) Proper device selection is required to use the J-Link internal flash loaders

6 Please make sure that at least the core J-Link shall connect to, is selected.
- for flash download or unlimited flash breakpoints.

For some devices which require a special handling, selection of the correct device is important.

K| SEGGER J-Link V7.22 - Target device settings X
Selected Device: Z20K148X Little Endian ~ Core #0 =~
Manufacturer Device Core NumCores Flash Size ~
[ v[Filter ] v[Filter [Filter
Hilinx XCZUZ1DE_RS_0 Cortex—RS 1 -
Hilinx HCZU25DR_R5_0 Cortex—R5 1 -
¥ilinx XCZUZYDE_RG_0 Cortex—RE 1 -
¥ilinx HCZT28DE_R5_0 Cortex—RS5 1 -
#ilinx HCZUZ9DR_RA_0 Cortex—RE 1 -
Hilinx KCZU3SDE_RS_0 Cortex—RS 1 -
Hilinx HCZU46DR_R5_0 Cortex—R5 1 -
¥ilinx XCZU47DE_RG 0 Cortex—RE 1 -
¥ilinx HCZU48DE_R5_0 Cortex—RS5 1 -
#ilinx HCZU49DR_RA_0 Cortex—RE 1 -
Hilinx Zyng TOLO Cortex—49% 1 16 NiB
Hilinx Zyng TO100 Cortex—A% 1 16 MiB
Hilinx Zyng TOLS Cortex—i% 1 16 MiE
Hilinx Zyng TOZ0 Cortex—A49% 1 16 NiB
Hilinx Zyng FO30 Cortex—a% 1 16 MiB
Hilinx Zyng 7045 Cortex—49% 1 16 NiB

1¥i Z20K1188 Cortex—Mo 1 256 KiB + 128 KiE + 32 KiB

1480 Cortex—M4 1 2 MiE + 128 KiE E

Zilog Z32F0641 Cortex—M5 1 64 KiB
Zilog 232F0642 Cortex—M0 1 64 KiB
Zilog Z32F0323 Cortex—MN0 1 32 EiB + 384 Bytes
Zilog Z32F0A43 Cortex—M0 1 %4 KiB + 384 Bytes
Zilog Z32F1281 Cortex—Ms 1 128 KiRE
Zilog Z32F3541 Cortex—M5 1 384 KiR v

0K Cancel

6. FEFPHIT B H RN 2AFAE “h”, $ZBIZEHAT, FiF CPU, WIRAEF IEWhIlAT,
BT SR

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash {3414 BGEIE

’h
FFFFFFEE,

ANAAN

00, FAUL

AANOANNN

PP
I3
F
H
FP:
F
FPt
FPsS

e ResResResBesBes ey Be)

7. BEEFHIN “connect” HIE TS CL4

O R CAEH R IR
TP

N
9_‘112
g

IR LA R 4R, e

[terating t AP map to find AHB-AP to 1
AP[0]: (
‘JLP[{}]: AHB-A I b - 0xEQQFF000

IT

8. WIHRTE “h” ZHr B LA R, {EIO & B R . i 75 2 AE (A
2 JGEESE4~6, HE “h” ZHi%AE “ERROR”.

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash {3414 BGEIE

¢ Error: Could not find

9. WR“h” 2 BiEA“ERROR”E“h”F %4 2 J5 H ¥ 7 “CPU could not be halted”,
RN “r” +BZE, EIHULEE RN

VECTRESET bit.

10. SEEFHTN “connect”, WS HINEE 7 D HIIAISE B, IEH E &R IR T .

2.3.2  backdoor fBRRRE R

Jrik: BRAEL FLASH_QueryKey F-T 75 1H) backdoor %552 15 1EMf, BEAL SRS B
5 bockdoor it & {741 i Tl S: 76 0x02000004~0x0200000C Hs ik -5 s EAR ] o
an Fedm N BB D IE Wt 20T 5 I DAP 15 i) .

+ FLASH_QueryKey()
void FLASH_QueryKey (uint8_t key[12])

Query if the key entered is correct. If it is correct, exit secure mode.

Parameters

[in] key it points to the 96-bit key to be entered.

Returns
none

FLAR 70 r
Z20K14xM Flash fR4*4675, % 1.0 f%, 20224 11 A
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Flash {3414 BGEIE

FLASH_QueryKey((uint8_t *)key);

A DA R O S T ILBRE e, PSR B P MBIRR A T R DT A, 1
DB % B

AR (LA B D

1. K55 B HFEFE Z20K14xM demo 2, &% demo B L& 1% PC,
TR TR COM HAIERR 2R, HiIFE {8 COMS, k473 9600bps i i .
2. FENFEFFSATENH L RSB, RUDE AN ERFMER. Wt Flash %k
{E N BRI ) OXFFFFFFFF.

[2022-10-24 11:02:30. 002]

EX: FLASH_FSTAT value 1s 0x80
0x2000000 value i1s OxfEEEEEEE
0x2000004 value is OxfEEEFEEE
0x2000008 value i1s OxEfEEFEEEE
0x200000C value 1s OxfEfEEEEE

3. BIFEFE IR E] “W” AT Flash (1) 0x02000000 5 A OXF5EC % H 5E
X 1) backdoor #ASAE . I H TR AKX “W”, #4747 backdoor [#] Flash {4
TheE. AN “R” HEJgthFr, ME 0x02000000 ~ 0x0200000C Huhl: - fi%fE . 1k
I A AT TS, HEwal J-Link TR RS, EAS ) L IEMEE
Flash 137,

[2022-10-24 11:02:34.301]
TX: W

[2022-10-24 11:02:34.607]

0x2000000 value 1s OxEEEffSec
0x2000004 value is 0226332556
Ox2000008 value is Dx2122504
0x200000C value 1s Ox29865d4

input error omd

[2022-10-24 11:02:38.820]
TX: R

[z022-10-24 11:02:39.136]

RX:

reset meu

FLASH_FSTAT value 1s 0x80000080
Ox2000000 value is|OefffffEec
0x2000004 value is|0x26332556
0x2000008 value 1s|0x2122504
0x200000C value 1s|0x29865d4

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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Flash {3414 BGEIE

¥ Error: Could not find

|E'ann-:::|t connect to target.

4, FfEd “B” Tl ZEIT S backdoor. @ H 1k1E “B”, RIS

f¥1 DAP il
[2022-10-24 11:04:20.910]
Ti: B
[z022-10-24 11:04:21.173]
EX: open back door

FLASH FSTAT walue is 0x830
Connect M4 chip by Jlink Command to check decrypt test result!!!ttitnt

input error omd

BT J-Link Commander 7 305 Fr 7T L IE#fR 5 31 3% 82, 2 B backdoor JT /&3 il Iy

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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: .jl F.'_"rl )

Fr 1 idid J-Link T HEGE backdoor 2 4k, & AT LLid IAR #AFH24E() Attach to
running target T fE#E4T backdoor 36 iE AT LA I 3K .

HER: % Project->Attach to Running Target ThREVHAFEF, 1 KRR, dniiik
# Download and Debug 5% Debug without Downloading < 5800 & )5, #Eif
S50 backdoor FH <.

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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i
G4

F3E

File Edit View | Project | J-Link Tools Window Help

" AR @ | Le AddFies. =

Workspace [e Add Group.. i
Impaort File List...
Debug = P
il Add Project Connection... £ T
lnes
Edit Configurations.., M
2 @ hello_worl
1 - df\"'ce Remove * I
= B comm TIM
* .
— Eldev{ {0 Create Mew Project... * E
| 5 - - TIM
k] de r’ Add Existing Project... -
— Elde
. AR
— [l dev| & Options... alt=F7 [ “En
] B periph TIM
— &= gpi Version Control System 3
B iy
— [kl par .
&1 uart . Make FT prie
L Pwdd B | Compile Cirl=F7
— ara
—& M startup @ | Rebuild Al
L@ mz20
= ,E # | Clean =tu
& M drivers
L e dinc &  Batch build... F8 |,..
C-STAT Static Analysis Mo
nain
Stop Build Ctrl=Break
£ c
Download and Debug Ctrl+D  floc
Debug without Downloading £ D
Attach to Running Target DOG
Make & Restart Debugger Crl+R
<
5
Restart Debugger Ctrl=Shift+R oan
Download 4
£ p
SFR Setup rin
H= B example | Bk CMSIS-Pack Manager ‘T
clock | Open Device Description File pled
— B clock_| cove List of Regit.
& B main.c ave List of Regis ers...I . P T
N N N
3t \ Debug #1401, 1EBA backdoor F )i B
File Edit View Project Debug Disassembly J-link Tools Window Help
hoRa = XEE 2 C 24 Q 262 <B>AF B0=6c0" O o -ciemse il
‘Workspace ¥ I X  mainc x ~ Disassembly v ox
Debug | |main 0| Gow | [Memor
108 /* Init STIM 0*/ -~
{| Files LA 106 STIM_Init(STIM 0,cstimConfia): Disassembly "
{ hello_world - Debug ~ 07 0x0: 0z00
1 i device 108 /+ Install interrupt callback funstion */ __vector_table
{/| = & common 109 STIM_InstallCallBackFunc (STIM_0,STIM_INT,STIM IntCallBack): O=l: 0=00
1 F— B device_cfoh 110 /* Enable STIM 0 interruptt/ 0x2: 0=2002
F— B device_corec. 111 STIM_IntCmd(STIM 0, ENABLE); Ox4: 0x000036b1
— B device_interr. 112 OxB: 0=000012a7
L— B device_mem.h 113 /'Enable STIM'/ Oxc: 0z000016d3
1 8 peripherals 114 STIM Enable{STIM 0): 0x10: 0x0000177b
B h g g 0x1d: 0=0000181b
7DE§"”CE’EEM 116 (5] /44 ARA AR RAA R RAA AR AEAR A4 RRA 4 ARE AR REAR AR AR REARAEAARRAAR AL ARRSARRIASARES 18, DanODDIB4D
— B uart_regh ﬂ;’ gbrief main function Oxlc: 0=00000000
L— Rwdog_regh 11; ¢ gparam none 0x20: 0x00000000
L1 il startup - o 0x24: 0=00000000
[ Z20K148M_st. Ei « greturn nons 0x28: 0=00000000
drivers 122 |+ 0x2c: 0=00001987
inc P 030 0x000015c3
1 F— B dock_dneh 121 0x34: 0=00000000
F— B gpio_dneh 125  int main(void) 0x38: 0=000019%7
— B stim_dneh 1260 | Ox3c: 0=0000lach
— Bsysnr\idmh 127 /* CLeck O0x40: 0z00003229
F— Bluart_drvh 128 clock_init(): Oxd4: Dx00003abl
L Rwdog_dneh 129 Oxd&: 0=00003sb3
Lo i sie 130 /4 Disable wdog (wdog is enabled when default)*/ Oxdc: 0x00003acl
& B clock_drv.c L WDOG_Disable () ; 0x50: 0x00003ac9
| dr_cammon.c 132 . . 0x54: 0=00003adl
| gpio_drec &L /4 Serial port 1 056 D=000D3249
| & B stim_dnec E; board uart_init(); 0x5c: 0=00003acl
| F@ R svscrl drve v o } 0x80: 0=00003ae3
136 s+ Print example name/ DRI RLITET .
| helo_word < > vl >

5. fEE O T HEFRIE “R”, Ef7 MCU. I Flash 17 0x02000000 itk F %515
AN OXFS5EC, MCU 4T Flash fRFIRAS, Toikilid J-Link T E &R MCU. 7] LA

J@ Tt J-Link Commander 5&3iF .

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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BGEIE

[2022-10-24 11:05:57. 243]

TX: E

[2022-10-24 11:05:57.567]

FX:
reset meu

FLASH_FSTAT value is 0xB80000080

052000000 value
0x2000004 value
0x2000008 value
0::200000C value

iz OxfffffBec
1s Dx263326656
is Ox2122504
is 0x29665d4

6. Ki% “C”, [ Flash Huhl 002000000 [¥)E, 1% MCU 1% & BRIAHE

[2022-10-24 11:07:14.123]

TX: C

[2022-10-24 11:07:14.462]

Ei: Erase OxZ000000 sector to remove the encryption status

0x2000000 value is OxfEEEEFEF
0x2000004 value is OxfEEEEFEF
0x2000008 value is OxfEEEEFEF
0x200000C value is OxfEEEEFEF

IEI MCU 58 2 f#Ex Flash fR7, 7 LUEIE IAR 1E % BEsRAEFF

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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fy3R A

fit i R4 B A unlock _cmd.txt

usb

si1

swdwritedp 2 01000000
swdreadap ©
swdreadap ©
swdreadap 1
swdreadap 1
swdwriteap 1 00000018
swdwriteap 1 00000011
swdwriteap 1 00000010
sleep 1000

swdreadap ©
swdreadap ©
swdreadap 1
swdreadap 1
swdwriteap 1 00000008
swdwriteap 1 00000000
swdreadap ©
swdreadap ©
swdreadap 1
swdreadap 1
swdwritedp 2 00000000
mem32 00000000 10

usb

h

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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i B HAE S
fi% B

# backdoor [#] Flash {#4" it & f& )%

uint32_t key[4U];
uint32_t uData[4U];
uint8 t cmd;

WDOG_Disable();
clock _init();
board_uart_init();

key[@U] = 0x26332557U; p——
key[1U] = 0x02122504U; R E X E
key[2U] = 0x029865d4U;
while (1) N\
cmd = getchar(); <<
switch (cmd) FF 2 backdoor, #¥F—X
{
case 'B': & B DAP (9]
FLASH QueryKey((uint8_ t *)key);
break;
case '"W':
uData[@] = OxFFFFF5ECU;
uData[1] = ©x26332557U; -"%- backdoor {%?FI
uData[2] = ©0x02122504U;
uData[3] = 0x029865d4U;

FLASH_ProgramPhrase(0x02000000U, (uint8_t *)uData,
&FLASHTEST_CmdExeConfig);
break;

J

case 'R':

NVIC SystemReset(); N\

break; % Flash FB N HbE FAY
- B, MR

case 'C': Yy

FLASH_EraseSector(0x02000000U, &FLASHTEST_CmdExeConfig);

break;

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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BGEIE

default:

print_log("\r\ninput error cmd\r\n");

Z20K14xM Flash f#%7#8F8, & 1.0k, 2022 % 11 A
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