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data?b

Yes
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components? cde

L
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9.3 Item definition

!

9.4 Cybersecurity goals [ ;;R; ________________ )

= 15.3 Asset identification

= 15.4 Threat scenario identification

15.5 Impact rating

Perform an analysis ([RQ-09-03])

15.6 Attack path analysis

15.7 Attack feasibility rating

15.8 Risk value determination

Determine risk treatment options
([RQ-09-04])

15.9 Risk treatment decision

Specify cybersecurity goals
([RQ-09-05])

:

9.5 Cybersecurity concept
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Spoofing of a signal leads to loss of integrity of the
data communication the of "lamp request” signal
to the power switch actuator ECU, potentially
causing the headlamp to turn off unintentionally

()

Threat scenario

Attacker Compromised Gateway ECU Malicious
compromises navigation ECU forwards signals spoof
navigation ECU transmits malicious signals the lamp
from cellular malicious control to power switch :
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interface signals actuator
v
Attack path
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