& XENR
BEZ AR 18115503264

Z #ZiFthernety 4=

|




T ZethernetZ2=

* Ethernetf{ ¢
e AutosarZE#JHEthernet

« ZEFEthernet & ARNIBRIX R




1.EthernetfL &

* EthernetF{E S BYCAN/LIN/Flexrayz K& RS ZE R4 HEL, 1B
HTESTwmR, BaREgttaREE,

* EthernetZ A ZHY, AMBIREIET, ELXRZERLXIMILTT
2, ML ESMETME,

* EthernetP3RR, BEERERARNAM AR, REMAMERY
oy BRAART R, tRUBERKIEGEFZ KFMHFINEE.

s R, UIARMI RS BRE (QoS) HlH, ATVFREAY
LZEHRBFEMETARKENER, BEREKRINERILEL,




2 AutosarZErg H Ethernet

Vactsr Standard Seftware Third Party Softwars Yirchudes Adc, Eap, Fls, Eth, Lim and Wag



2 AutosarZErg H Ethernet
R

TE

Ethernet PHY:
100BASE-T1/1000BASE-T1/108BASE-Tx




3. ZEZEthernetP & A ARIEH L &R

RTE
F eth abstraction
layer, which
PduR distinguishes the

B type, ARP or
IPv4 ...

DolP/SomelP...

Socket layer, like M eth state management,

linux socket enable/disable eth related
functions

TCP/UDP/IP...

Mecal, if’s :
provided by the Ethif
Chlp ry
manufacturer or

Vector Eth




3.1ETHEREIXE
. oo

EiLEE, HOSARHENE
REETNERES,
e 2 JEERNTBITHEFEE
o) =, FMEERRALGER

E1e (100/1000)




3.2 ETHIF/ETHSM

LEANETHIRFIE FX ZFHF— PR B il =5
W, EEREXFEZ I REXIEH RS,

2. MTU = Destination MAC Address (6 bytes)
+ Source MAC Address (6 bytes) + EtherType
I (2 bytes) + VLAN Tag (4 bytes) + IP header
(20 bytes) + TCP header (20 bytes) +
L - = _ MSS(1460bytes) + Frame Check Sequence
Ethernet Driver A (Eth 1_A&) Ethernet Drver B (Eth 2 B) | (£cs) or CRC (4 bytes), SisiESA

1522BYTE




3.2 ETHIF

1.Ethif 2ETHIYHHZ Z,
ETHIf A& B35 058 14
- fte 10 O RE 14 S # s Sk A9 0]
T, ETHIFRSETHE—
it T3, tbanX oy
ARPIS,  IPV4/65
2. ETHIFT] Y LI AR ER AY
Z R A INEE




3.2 ETHSMZEAUTOSARAT B F11E

Int=mace

COTS TCPIR Stack



3.2 ETHSM

stm EthifController Link State Machine 1EthSM$gﬁH§E%’ﬁ5FDH§?§ ETHE{%‘%;{&

« ETHSM7ERER F B RIIa{LETHRE(F, BFRECEMAUEREE D
RE{F

* EthSM IR I IENEE INAMBENARIRTS . XERZST
BEEIEVIIRL. BiER. WES.
ETHSME] BE = M AR M EBS HORTS, MBI EMNE R BT

[Lirkan Physcal Layer [Upper Layers i% ?ﬁ%?& ° N
Elements established] informed] « ETHSMRAREEUAMZONEE . XEiFE72EC IPH#lr, F

MBI E A NE S, FHEREFRNOEEX TMNEBE
NEXEE,

* EthSM 12518 & S5 R O A IR &I, N X W2 o) 75 .
T o] M AR EMEHRE, REXRBUEYHMNER, HlE

| . I
[Upper Laysrs
I t 0 S N AR
| ) EiokonProdcs Lase | WIENZEONBANREEER,
| . I
| Lk |
| I
| I
I I
| I
| !
sRoutings <Uger=_TrovLinkSlateChy sRoutings <Users_TrevlinkSiataChg
aflows ﬂ{:ﬂ'\'
]




3.4 TCP/IPTR IR

1.TCP/IPt&E Lt autosarfd i &

2HETEEE, NTEIERE
e R ENEREZ(E

RamTat I Iﬂm‘!m
Spi | | Ev

Weeter Standard Seitware Third Party Seftware Mircludes Ade, Eep. Fls. Ethy Lin and Wilg



3.4 TCP/IPTRZR

1.TCP/IPf&E Lt autosarfd i &

2MRETREE, NTEREERENERE
Z []




NOTE: % FBE]

A E @ » 6] =

f_,\———ereshark

T =) ¥
NN

M ERErER ~ Ciuwl/>

= -+

Yelcome to Wireshark

BTN

- e S (MR e

| BRErEEO -

WLAN N
Adapter for loopback traffic capture .\
B 10
AR 9
FihiERE* 8
Az 2
ABEE 1
LAA 4
i
@ USBPcap1
@ USBPcap2

3]

User’s Guide - ¥iki - Questions and Answers

- Nailing Lists - SharkFest - ¥ireshark Discord - Donate

ETEIEIT Wireshark4. 0.10 (v4. 0. 10-0-gf5c7c25a8leh) . BT BTN .

=i

| X | B2 : Default ]

e Wireshark (gi#rEthereal) E—
PMNEHE TR E. MEHED
MR TIEE BB UM E = €, FF
RoJgg B rH &R ATFMAAINEZE S
wEL. Wireshark{# HWinPCAP{E
IR, HiE ARG
MR-

« JREETHYwiresharkf2 4 {5l




341 ARP¥k 3

23 3. 185601 02 00:00:00: 1001 Broadcast agEp 60 Who has 168.354.1%.17 (AR Probe)

_____ o1 1. ARPHE M2 /X 2& #0159 — FR 0 F0 36
o N — N [ 11§ R S IR R TENLE], FATFRIEIPHHEA BE R
i MANEZIREZ BHNBEEN Y., &

0
m

20 8. 201612 169,254,238, 237 169,254,161 66 ABSIE + 13400 [ACK] Seq=1 Ack=1 Win-66056 Len=0 TSval=A81 TSecr=104 %/'_\' ~TI]J:H'7q \ A %/—\f—*g_/\ 1ZE e
30 4, 226548 160,254 234,237 169.254.19.1 g 81 Routing activation request 2 AIES [ET-I , XHE= [ ARPlﬁ )
31 4, 320675 169.254.19.1 169,254,234, 237 TP 66 13400 + 48828 [ACK] Seq=1 Acks10 Win=24561 Len=0 TSval=111 TSecr=A83 ;ﬁ'{{/:tﬁﬂb' ML E/] = [/Xﬁﬁ == 7:7—
g =7 {~F X HY : EETTF
Frame 25: 58 bytes on wire (488 bits), 60 bytes captured (480 bits) (W00 FF FF FF FF 6F 4F f8 ed 3b od 98 55 B8 06 00 01 ok ?’— .m ‘q] 7‘5‘5&%%&‘ -@ /\] o
* Ethernet 11, Src: ASIXElec ed:9B:S8 (f8:ed:3bied:98:58), Ost: Broadcast (6FiFFFF:FFFF:FF) | Rt : : : : : x f: :“ il‘; ;1*1 : : g :; ;; ;: X C iIPi i—IJ:/ jt’ "—‘L-LIEIPi i-IJ:E FH
be | Address Resolution Protocol (request) k0 a9 fa I H{ﬁ ‘}'L% IE =
Hardware type: Ethernet (1) | S0 DO DO 00 00 00 B0 00 0D 60 0B 03 0D ‘éo ﬁ”%/ 154 IEI TARP-LE <,

Protecal type: IPwd {Bx0800)

Hardware size: & iﬁ%%*ﬁ?& @ /Eg:él: %%HRE éj El‘]’/f%

Protocal size: 4

Ds:::::y;:q:;:eiﬁ ASIXElec_ed:98:58 (#8:e4:Ib:ed:08:56) ij] ! 1§IJ tuﬁiﬁ_/l\ik%&1ﬁﬁﬁ El\] I Piﬁi'”:

> D=l e =
Sender IP address: 169,254.234.237 Ekﬁ *;%*q;l ZS (a] 2R
Target MAL address: 090000 00 0008 (00:00:00:00:060: 00} - g/ 4 j( I —-IL o
L Target 1P address: 166.254.19.1 m r
23 3.189681 B2 000001081 Broadeast ARP 68 Who has 169.254.19.17 (ARP Probe) R = N E A M
24 4.196835 A2:00: M 00:18:81 Broadeast ARP b8 ARP Announcesent for 169.354.19.1 H- *EI:I Tﬁ:ﬁ A\ Y_
25 4.192766 ASIXElec_ed:98:58 Broadcast ARP 50 o has 169.754,19 17 Tell 169,354, 334,237 2. ARPBHE J BE, =ItiE

26 4. 192855 02:00:08:00:10:61 ASTXElec_ed:98:58 ABP 60[169.254.19.1 i5 at 02:00;00:00:10:01 /I\Zgiﬁ I)(_XJ g% |:|:| 'ﬁ% ?% . ,[J:[f, ’ |x_x_| Z% |:|:| E’\]

ML /_\ IR ka N _H::\ s E
204, 201812 165,254, 234,237 169.254.19.1 TP 66 48828 » 13400 [ACK] Seg=1 Ack=1 Win=66@54 Len=2 TSval=481 TSecr=1089 ﬁﬁﬁlxt;%;%lg? Lliilj :LX \:' ﬁilﬁ :_L"\ ,(:_IE
H 254,334, .254.19. i ivatl 3 JL = r
51 420876 W10t a4 TP 6813400 » dob2b [ACK] Sedeh AckelS Wine24561 Lnsd Tvalti Tsecrad ARPEEHA[E], HEx&SEHE]

- MARPEFS, I RMISE M3TIPH L

Frame 26: 6@ bytes on wire (482 bits), 60 bytes captured (489 bits) W g oed 3b ed 99 58 02 00 BB DO 18 01 03 06 00 @1 i-X

¢ Ethernet II, Src: B2:00:00:90:10:61 (062:00:00:00:10:01), Dst: ASINElec_ed:98:58 (fB:ed:3b:ed:98:58) GO0 BB 00 06 04 00 02 62 80 80 00 10 01 a9 fe 13 81 - -ﬁtl] 5@'& E/\] MACiﬂj,i_IJ:o ig]l‘i, M% EF'

Address Resolutlon Protocol {reply) Baa m a9 fe ea ed 00 00 00 &b 0O a8 l

orduare type: Edhernet (1) e ARnBRANn 5009 HYFT A R &L o) IARNIE TR UL B9k,
Protocol type: TPvd (8x0B300) N - L, A—

e e RGBS 1 BB k.

rotocol size: 4

Opcode: reply (2§

Sender MAC address: 0F:00:00:00:10:01 (072:00:008:00:19:01)
Sender IP address: 160,254,19.1

Target MAC address: ASIKElec_ed:98:58 (f8:ed:3b:ed:98:58)
Target 1P address: 169,254,234.237

=




L —_

3.4.2

A

7 ECIP3HE(AUTOIP)

22 2.774719 169.254.234.237 169.254,19.1 665 ABAIT + 13480 [ACK] Seq=3M Ackofifl Win=56009 Len=8 TSval=33 TSecr=2646

23 3.189601 02:00:00:00:10:01 Broadcast m_' aa% has 169.254.19.17 (ARP Probe) |

24 4198835 0200 00 B0 18:01 Broadcast ARp B nouncement for 2 AR T

25 4193766 ASIXElme_ed:08:58 Broadcast ARP 60 Who has 169.254.19.17 Tell 160,254,234 237

26 4.192855 332:80:00:80:18:01 ASIXElec_ad:DE:58 HER 60 169.254.19.1 14 at B2:00:00:08:18:01

29 4.201812 169,354,234, 237 169.254.19.1 TCR 66 ARA2E « 13400 [ACK] Seq=1 Ack=1 Win=66856 Len=B TSval=481 TSecr=109

394, 220548 169,254, 234, 237 160.754.19.1 DoIp #1 Routing activation reguest

31 4.220676 169.254.19.1 169.254.334.237 TP 66 13468 + ABH28 [ACK] Seg=1 Ack=16 Win=24561 Len=0 TSval=111 TSecr=483
Frame 23: 68 bytes on wire (489 bits), 60 bytes captured {489 bits) ooe0 [NEKEEREG fF FF Ff ©2 00 00 00 10 01 08 06 00 01 [N
Ethernet II, Src: @2:00:00:00:10:01 (02:00:00:00:10:01), Dst: Broadcast [ Ff Ff:Ff Ff:FF P10 B2 B0 06 B4 00 A1 02 69 B0 00 18 01 00 B0 BO 0O ,
Address fesolution Protocol (ARP Probe) OO0 B0 DR DA BA B8R BR a0 fe 13 @1 00 90 80 B0 B0 BO

Hardware type: Ethernet (1) DU 0 0O 0O 00 00 00 00 0 0D 0 00 00

Protocol type: IPvd (Bx0800)
Hardware size: 6

Protocol size: 4

Opoode: request (1)

[I5 probe: True]

Sender MAC address: ©2:00:00:08:10:01 (92:00:90:00: 186:01)

Sepder IP address: 8.0.9.9

Target MAC address: 90:00:00_D0:00:00 (D0:00:DO:00:00:00)
Target TP address: 169.254.19.1

22 3. 11719
23 31809601
ELE Lk
25 4. 192766
26 4. 192855

29 4. 281812
3@ 4. 270548
31 4,278676

169,254, 334,237
02:00:00:00:10:21
B2:00:00:00:18:01
ASTXElec ed:98:58
BN 2 D2 10 @1

1658.354.2334.237
169,254, 234,237
169.354.19.1

160,254,191 TCP
Brosdcast ARP
‘Broadcast ARP
Broadcast ARP

ASIXELlec ed:98:58

169.254.19.1
160,254,191 Dolp
169,254 234,237 TP

66 4BEZT + 13400 [ACK] Seq=30 Ack=68 Win=66000 Len=0 TSval=3138 TSecr=2646
6@ Who has 169.254.19.1F (ARP Probe)

GAARP Announcement for 169,358.19. 1]

68 Who has-169.258.19.1F Tell 165.254,234,237

60 169, 254.18.1 is at O2:00:00:00:10:01

66 ABR2S - 12208 [ACK] Seq=1 Ack=1 Win-66R56 Lan=0 TSval=481 TSecr-189
81 Routing activation reguest
66 13408 + 4BEZB [ACK] Seq=1 Ack=16 Win=24561 Len=0 TSval=111 TSecr=483

Frame 24: 68 bytes on wire (430 bits), 6@ bytes captured (489 bits)
Ethernet II, Src: 02:00:00:00:10:01 (02:00:00:00:10:01), Dst:|Broadcast {ff:ff.'FF:fF:Ff:Ff}]

Address Resolution Protocol (ARP Announcement)

Hapdware type: Ethernst (1)
Protocol type: IPwd (88200}
Hardware size: 6
Protocol size: 4

|60 £F FF FF £F FF FF 02 00 00 DG 18 01 D8 86 0O 81
MG BB B0 B 84 BO 01 0200 00 DO 18 B1 a9 fe 13 31
GOS0 B0 oDD B0 BB DB DD a0 fe 13 B1 0O g 08 88 oa
G BB DD B0 BB DO OO B DO DD DO DO

28



3.4.2 BaiBLIPHIHE(AUTOIP)

AutolP (Automatic Private IP Addressing) Z—Ff BT B ECIPHILAIY, BFE A THEM (LAN) F, 532 EX

B DHCPRR =8 0] HAYIBER T .

IR ZAutolPR 2 BLid 72 :

LR EE BEENE L BIFiEZTILAN, {B%F o] HAIDHCPAR S &8>k 7 ECIPHBALL .

2.IPHBHEIER . ZEINENZE ] HRDHCPRR S8 e, ES = FHAutolPR D EC— M AR BIIPHILL, &&= #H—T

ARP (Address Resolution Protocol) 153K, HHF S E4IAMNIPHLISERE, 8E 4169.254.0.0/16,

3. RFRE NMREZNMEFER—FZIZX 2 ECAutolPiiillt, B RSEZEIPHIDHR, AT BAX N EHE, "HES

MEALEF—ERATE, AEFRT #EARPIEK ., IIRXNPHIIIE AR B —MEEDE, IPATHIWEIARPINL., f57Rizih
WewhH, SEEIEFE—IPHL,

4.1PHE P EE: —BIRRILE— P REFEHAVAutoIPiiil, EX¥ B BoiX NIPHELE, XA NIPHEINE E 2169.254 . x. XA
7, HxE—NEIEFNEE. EEESRE FMNERE 4255.255.0.0, XEKEEETUNSE—FMNRANEAUtIP
WEIB(E, BEREBEFMBE.

5.KMBE: —BIREHMINAE T AutolPititlt, B USRE—FMANEMERFTABBE, XMBEARNBEERT
LRI EMNEIRS, MWERSEBERDMEIHITAMIES




3.4.3 PR 45744

._Iu_

< @ﬁ__/ RES %h
_#Ti, Aﬁ.ﬁ %@%%EPEHAIEMM
Lm_.ﬁi ny Emhiﬁwﬁﬁwiwﬁz%_ =
U| ﬁﬁ%lﬁg%ﬂ%
ihx_ N v@iﬂ TENEREAILY
RERERIBE wiqﬂmg%hﬁwm%@&w_ﬂw_
mm_uA SERRK) I\_uﬁ% AIEENT | KT

&
L

i 4

24
£
]
"B O & K A

% & B o

IPSEIR

w4

16

]
BE 8 ¥ i

Ea k&

W
uOE F B (KR T B
t € 8 &

R
B &

8
A

e

}
FIETER

F * |HSEER
7t M

i
\,

y,

ey

kl:l




3.4.3 PR 45

M HUT-1-18pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dAmge TG QesEF L =S Qaqal

—

M, Tirrss SouUroe Drestination Protocol  Lengt dnfa

56 2.875829 172.16.2.
72 3.755079  172.16.2.

TCP 68 49152 -+ 13466 EA{K} Seq=1 Ack=1 Win=65535 Len=@
DolP 77 Routing activation request

1: 2 E

! » Ethernet 11, Src: @2:47:57:4d:08:99 (02:47:57:4d:080:99), Dst; B2:47:57:4d:00:38 (02:47:57:44:88;38)
[ » @82.10 Virtual LAN, PRI: @, DEL: @, ID: 2
| v |Internet Protocol Version 4, Src: 172.16.2.99, Dst: 172.16.2.30
0108 .... = Version: 4
ce-. B181 = Header Length: 28 bytes (5)
» Differentiated Services Field: @x8@ (DSCP: (58, ECM: Mot-ECT)
Total Length: 44
Identification: BxScec (40172}
> oele. ... = Flags: 8x2, Don't fragment
.. .0 B3R 008 908 = Fragment Offset: @
Time to Live: 64
Protocol: TCP (&)
Header Checksum: 8x413e [validation disabled]
[Header checksum status: Unwverified]
Source Address: 172.16.2.99




3.4.4 ICMPRC

Idaihobided, seqal356, ttle6d {no responze found!}

228071 154. 568155133 198 38.32.17 194.18.32.1

JIGATE 154, 568158393
128077 154. S5EI86H60
Laaire 154, S5500064
J2aaRG 164, SE10ETDAT
J1GART 164, SEIRORLE7
J244EH 164 SE1150134

198,18, 32.17 199.18.32.1
195.18.30.1 196.18.32.17
198.18:30.1  190.18.32.17
138,18, 32,17 190.18.32.1
196.18.32.17 190.18.32.1
138.18.32.1 l']ﬂ.j&.u.i?

! :Iu {gg:] mgm_ "idRwin, s8q=1/355, FtisoA [reply in 238073
Id=wbidetl, spq=1/256, ttl=84 [reguest in ey
id=fobidclt, seq=1/156, thl=8a

id=febdcf, seg=1725%6, thl=84 (no response foundl)
idefoildef, seq-1/256, thl-84 (reply in 224LER)
{dslicict, spge1/256, ttls64 [reguest n 234487)

08 Ethﬂ fpirg) reply
10 Echo (ping) request
T4 Echo (pirg) request
e Erhv fnml:l rEPh'

Frame J3M872: 95 bytes om wire (754 bits), 96 bytes captured (784 bits) on interfece ETH-2, I || 0000
Etherset II, Sre: B2:00:09:00:19:11 (B2:00:00:00:10:11), Dst: @2:00:00:00:10:91 (92:00:08:00:18 [ 54 36 56 40 ) 40 M 2
Interest Protocol Version 4, Sre: 198.10.32.17, Ost 196.10.32.1 a0 [ o8 99 55 3 56 B 00
Intermet Control Message Protocol ?; 5‘: ‘1’: ‘;; ﬁ ?: ?: :‘; ?:

IIE & {Echa (ping} request]] N OBUBB BN

Checksum: §x5532 |correct] v fhi

[thecksum Shatus: Good)

Tdentifier (BE): 24768 (Bnbcd)

Idestifier (LE): 49228 (BwcB60)

Sequence Musber (BE}: 1 (Peiiil)

Sequence Mumber (LE}: 156 (BwD1d)

{Besponse frame: J34071]

Timestamp from Bemp date: Jul 12, 3823 16:08:21. 474412008 China Standard Tlse

[Timestamp from femp deta (relative): -9.108332200 seconds]

Data (48 bytes)

ICMPEZAFUTJLANTTE:
iRk s HMWEE
RiETIR &0,
2.PingfTraceroute: ICMP#; T "ping"t5%, 1Zfp
IREYTEIRES(E] (RTT) o
3.Path MTU Discovery:
REMNERE,
43%1’1 HE!
BEER:
BGICMP BEE S

-umoautuaiﬂse [0

(BB B EN) AIRPHIBEE
CMPAIFRILA /2 B BA LR ET (MTU)

B aF o] I ICMPE E [ B BB A EH1H X Fr
SEREENETRE (TTL) FERATH,

424871 154568155133 198.18.32.17 198.18.32.1 ICAF  Echo tvma} r-rquﬁ-t ideluiiol, seqgelfdS6, ttl-64 {no response foundl)

224972 154568158293 198.18.32.17 198.18.32.1 ICHP ld=gubicd, seq=1/256, ttl=64 (reply in 222073}

234073 154, 560286800 198.98.30.1  199.18.30.17 10w _ debdbic®, seqe1/256, tH1-bA (request in 238073)

224974 154568289964 198.18,32.1 198.18.32.17 ICHP Echo (ping) reply id-Oxbch, sea-1/256, tti-6a

224486 164 5B1017047, 10B.18.32.17 198.18.32.1 ICHP  Echo (plng) reguest Id=Bxfbef, seq=17256, ttl=64 (no response found!)

224487 164, 5B1820167 196.18.32.17 198.18.32.1 ICWP Echo (ping) request ideiBdcf, seqelf356, ttl=64 (reply in 720488)
ld-ﬂ'xﬁmf seQ= 1.."156 ttl=64 (request in Z20487)

124488 164, 581150134 190.18.32.1 198.18.32.17 ICHP Echo (pimg) reply
B T s e e e o g .

i 82 99 90 98 19 11 82 8B BB &

(B8 54 00 13 00 80 40 81 ae ©

3 HII'JBEBE‘\UEIJ&EI\B il
A= 0o 8 V E] -

Frame 234073: 98 bytes on wire (784 bits), 92 bytes captured (784 bits) on interface ETH-2, td 1
Ethernet 11, Src: 02:00:00:00:10:01 {(02:90:80:00:10:01), Dst: D2:00:0i:00:10:11 (02: W 000 1E
Internet Protocol Version 4, Src: 198.18.32.1, Dst: 198.18.32.17
Internet Control Message Protocol

[Type: B (Echo (ping) reply}

Code: B

Checksum: dxSdia [correct]

[Checksum Status: Good)

Idantifier (BE): 24768 (GxtDc@)

Identifier (LE}: 40248 (Bxc@60)

Sequence Number (BE): 1 {8xB0a1)

Sequence Number (LE): 256 (Bw@10@)

[Response time: &.129 ms]

Timestawp from fcep data: Jul 12, 2023 16:08:11.4744172000 China Standacd Time
[Timestamp from icmp dote (relative): -8, 108103925 seconds )

Data (48 bytes)

SERICMPEEIRER, EIEEH
XICMPE] BIEKBEREBTIEFTVNESR A, FNELHEST
BRIEMTUR I B B T AEHEE N K,

E BB MM KT B ESH T A,
RTBIEBEMERFENNEIAK, BHSFTUERAET R

A, e



3.4.5 UDPWMX

Offsets Octet 0 1 2 3

Octet | Bit | @ 1| 2| 3| 4| 5| &6 ?I 8| 9(/19 (1112|1314 15I16 17 18|19 |20 |21 | 22 23I24 25 26|27 28 29 30 31
0 | 2] e - Sﬂurﬁe port - e - .Deétina.tion .pon. ]
L | 32 | Length | Checksum

. UDPMY B9 T B4% S A133
L%ﬁ%g%mﬂﬁiuw&ﬁ%ﬁﬁzm$ﬁﬁﬁ%oﬁ¢wwﬁﬁ@%%@ﬁm,#@%ﬁﬁ%%%%é,@ﬁﬁmﬁmﬂﬁﬁm%mu

¥ H =,

2. AOJgE, UDPARMERGE N X B ELXINsE. —BUDPE WARIE, REFAFFERTNFIA. & At FE AR H IR E B}
%%%ﬁ&ﬁfﬁ%%%%oj%@ 2 TIRE WRBR AR, KETAFHFRETTNHIA. IRECREIREFLALIREEZRN

3. {XJF$H: UDPHYEEMEREREARIMMMNIAHE, STCPHHLt, TH/EMAIFERE, FHEFNFRSD, INFEEINNHREFITEERL.

« UDPEEATHENEHEEGMEXEZEATUARRELEEIEO I RNV HERF. —LLUDPEARFIEE:
o CREVSREE (FlavolPy BfEF, SERFWSRREH) .

© LIk, HPREREXEE,

* DHCP (FZSEMEEWMIN) . AT ESREUPHLL



3.4.0 DHCP

[ 20230131_doip_dump.pcapng
ile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

im2® XG QeuwBFE =661
|dhep || arp
0. Time Source Destination Protoco Lengt Info
133 247.439394 Advansus 54:48:2a Broadcast ARP 42 ARP Announcement for 192.16.8.2

255.255.255.255
255 255 255 255

212 248.757818 8.6.9.9
213 248.821668 192.16.8.2
221 249.467765

222 249521782

49. 522890

255 255 255,255

255,255 .255.255

224 249 552788 192.16.8.2 255.255.255.255
289 258.918543 Advansus_54:48:2a Broadcast

312 251.433851 Advansus_54:48:2a Broadcast

325 251.918921 Advanﬁus 54 48:2a

Broadcast

* DHCPHIEETIREETE:
1. E FIpihs
216 KL

Zn

2. IPHbYFFRZY: DHCPH
Z’\J, AR ﬁﬁ%u

DHCP 364 DHCP Request - Transaction ID @x5080e534
DHCP 342 DHCP ACK - Transaction ID @x5080e534
DHCP 382 DHCP Discover - D 8xbb3c293e

342 DHCP Offer Transaction Oxbb3c293e
DHCP 314 DHCP Request - Transaction ID 8xbb3c293e
DHCP 342 DHCP ACK - Transaction ID @xbb3c293e
ARP 42 Who has 192.16.8.2547 Tell 192_16.8.2

Transaction

ARP 42 Who has 192.16.8.254¢ Tell 192.16.8.2

ARP 42 HhD ha5 192.16.8.254? Tell 192.16.8.2

- - e mar e e AR e B W m e amoaeam

%E LR EMAMLEE, ©o] UEDHCPARE 1B R —MPHbtE, DHCPRRSS 28RS MIE X At R I 25/ B — o] A A9IPHh it
AN R L1k ERAN,, D SR E—RIFENNE (FALR] BAREAZ ], 1R& T IEZ9FH
JJE ‘%ﬂ% ﬁxmi\, ’Jlﬁ%%ﬁ;a lx% B ENRE (FHZRE)) . AR E, "RETIAELE

: £ S : % DMBIANRER, (EIRERE H
3 %@@éﬂg?ﬁgﬁ% MZJBE%EEIP k5, DHCPRR S5efif Rt ?Iﬂa‘%ﬁ%ﬂ NINZES iR & RS E R M4 RN ST, FFAEN

HtRo

/}ILE

4. DNSHRS5=RECE . DHCPIET] IR #Z RS (DNS) BRES=RAVIPHIIL, [EiRseEms R npitiit, SKMEBERKMNAEIE

HMKXECESE DHCPH DUE B HMEERFES, WE=.

B B ARG ae N MR HRIRE, IR ETHMNEEE.
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M 20230131 _doip_dump.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ RE QemEFs _=Eaqail

[ dhcp 11 ap

h Time Souwrce Destination Frotooco  Lengt  Info
133 247.439394 Advansus S54:48:2a Broadcast ARP 42 ARP Announcement for 192.16.8.2
212 248.757818 8.8.8.0 255.255.255.255 DHCP 364 DHCP Request - Transaction ID @x5@88e534
213 248.821668 192.16.8.2 342 DHCP ACK - Transaction ID Bx5888e534

255.255,.355.255 DHCP

Transaction ID @xbb3c293e

- Transaction ID @xbb3c293e

222 249.521782 255.255.255.255 342 DHCP Offer

249, .8.8.8 255255255, 255 314 DHCP Request - Transaction ID @xbb3c293e
224 345 552708 192.16.8.2 255.255.255.355 DHCP 342 DHCP ACK - Transaction ID Bxbb3c293e
% i e -TJ H:;s}:li& -l._ dr e R s .M:..__ P nﬁ.&E T_i.d_r..“ ar o om

Frame 221: 382 bytes on-Wire (2416 bits), 302 bytes captured (2416 bits) on intefface \Device\NPF_{2953B810-7D4F -4B0A-BEAG-DEF7C
Ethernet II, Srci 82:47:57:4d:08:38| (82:47:57:4d:00:30), Dst: Broadcast (ff:ff:ff.Ff. £ FF)
Internet Protocol Version 4, Src: @.8.8.0, Dst: 255.255.255.255
User Datagram Protocol,
« Dynamic Host Confipuration Protocol {(Discover)

Message typeE Boot Request (1ﬂ

Hardware type: Ethernet (0x81)

Hardware address length: &

Hops: B

Transaction ID: Oxbb3c293e

Seconds elapsed: &

Bootp flags: @xB00@, Broadcast flag (Broadcast)

Client IP address: 0.0.0.9

Your (client) IP address: 0.6.8.9

Next server IP address: 8.8.8.9

Relay agent IP address: ©.0.9.8

Itli&nt MAC addruss] B2:47:57:4d:90:38 (02:47:57:4d4:00:138)

Client hardware address padding: S000SCE000B0R0200000

Server host name not given

Boot file pame not given

Magic cookie: DHCP

Option: {53)|DHCP Message Type {Discuverﬂ

Option: (5%) Parameter Reguest List

Option: {(81) Client Fully Qualified Domain Name

Option: (255) End

DHCPAE TUMHTER

1. KU

B Rl #&E FrE BRSS28 A 1XDHCP
discoverfg X, (LtHT&E FiKDHCPIE K
£ FHRY% 0 JUDP 68)

ZIN BB R Pime A HER S 2RAYIP
Hh AR IS T #& & 1XDHCP discover#l
X FHDHCPAR %, Hiritbilt A
255.255.255.255 QO EAEIX AN
IPHB A AY AR 5585 ER B I i I E DHCP &
i A9IPHBIEIE K o
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M 20230131 _doip_dump pcapng AN
JL
File Echt View Go Caplure Analyre Statistics Telephony Wirsless Tools Halp DHCP%P;EI l B}]EX
dm:s REQe=sFiFst _=E 6
B [dhep 11 arp
a Tine Source Diesstination Protocs  Lengt Info
133 247.439394 Advansus_54:40: 23 Broadcast ARP 42 ARP Announcement for 192.16.8.2
212 248 .757414 G.a.0.8 255.255. 255,255 DHCP. 364 DHOP Request - Transaction ID GxS5@R0e534 2 '}'E 1:E'|_|Z/\‘E}-L
~ TEIARPITEX

213 248 _BI1668 192.16.8.2 255.255.255.255 DHCP: 342 DHCP ACK = Transaction 1D Bx5888a534
}3 Tramsact1om

DHCPfR %5 28 {# FIDHCP offer[B]| &/ DHCPE P, (AR
__ oo T EerEl N & s E ARG O AUDP 67, & Fimik
S Ethernet 1T, Src: Advansus_54:28:2a cni‘z“arr:ﬁcastl(ff:ff:fr:fr:ﬁ:fr)—| i%%%E/EDHCP offer?EIT/E%EFﬁ#ﬁ%*E/\]HE%

Internet Protocol Wersiom 4, Src: 192.16.8.2, Dst: 255.255.255.255 ,g )
User Datagram Protocol, Src Port: 67, Dst Port: 638
« Dynamic Host Configuration Protocol (Offer)
Hessage type: Hoot Reply (2
Hardware type: Ethernet (@x81) =] 7/ EJL - =] z N I NI AN N
Harduare address Langth: 6 IRHEBTER . DHCPAR S =8 L EIDHCPE Fim & X AY
Hops: @

Transaction ID: Oxbb3c203e DHCP d|SCOV€r?EiE@&DHCP Offerﬂii, DHCP

Seconds elapsed: @

Bmlatp flags: wa. Broadcast flag (Broadcast) Offer ?&ﬁqj@é\TﬁﬁagﬁgF j%?EEmaCiﬁi-”: E/\:“P
Your (client) IP address: 192.16.8.3 | Assigned IP Address i-['l_j,:[;_”:’ dns, *H:/H;H’ XY 9&%7}3&0 M%W El\]ﬁﬁ-ﬁg

Hext server IF address: 255.255.255.255

Relay agent IP address: 8.8.8.9 - ”‘“*E:}'Eij—){tr '}'& v I:I:l E’J .m _IJ:‘ j'x
Client MAC address: B2:47:57:4d:00:30 (02:47:57:4d:00:30) Flim F 2 = DHCP offerim X Jmaciit ]ﬂ_:_ ==
Client hardware address padding: 00O0GG00000GH00000H = Z:j:z qﬁﬁt?&i
Server host name: DESKTOP-SHY7370 EETIK o
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer) |
Option: (1) Subnet Mask (255.255.255.8)
Option: (3) Router
Option: (46} NetBIOS over TCP/IP Node Type
Option: (6) Domain Hame Server
« Option: (51)[IP Address Lease Time | IP Address Valid Time
Length: 4
IP Addres Time: (4 7 infinj
Option; (54)| DHCP Server Tdemtifier (192.16.8.2)
Option: (255) End
Padding: GROGODOOGA0000MB0DGN0GAN0000R00RD0MDIE0BRAN00




3.4.6 DHCP T {EJRIE

M 20230131 _doip_dump.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 7B RE Qe EF S S@qa T

(A [aep 1 arp

l;:-"--""-"——-- Time Sowrce Destination Protoco Lengt Infa
133 247.439394 Advansus_54:48:2a Broadcast ARP 42 ARP Announcement for 192.16.8.2
213 248 757810 R.B.B.8 255255 255,255 DHCP. 364 DHCP Reguest Transaction ID Bx5880e534
213 248.821668 192.16.8.2 253.2355.255,255 DHCP 342 DHCP ACK - Transaction ID Bx5888e534

35 . 255 302 DHCP Discover Transaction ID 8xbb3c293e

2230 349 5217032 192.16.8.2 255255255, 255 DHCP. 343 DHCP OFfer = Tr

ansaction ID Oxbb3c293e
255.295,.295.255% ansaction ID Bxbb3c293e
224 249 .552708 192.16.8.2 255.255. 255,255 DHCP 342 DHCP ACK = Transaction ID @xbb3c293e

Frame 223: 314 bytes on wire {2512 pd tured (2512 bits i ice\NPF_{2953B81D-7DAF - ABBA-BEAG -DBF
Ethernet IT, Sec: ©2:47:57:4d:00:30) (82:47:57:4d:80:-38%, Dst: Broadcast| (FF:FF: £ (57868}

Internet Protocol Version 4, Src: 8.6.0.9, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
v Dynamic Host Configuration Protocol (Request)
Message type:
Hardware type: Ethernet (8x81)
Hardware address length: 6
Hops: @
Transaction I0: @xbb3ic20ie
Seconds elapsed: 6
Bootp flags: OxB008, Broadcast flag (Broadcast)
Client IP address: @.0.8.8
Your ([client) IP address: 9.8.0.9
Hext server IP address: ©.0.0.0
Relay agent IP address: 98.9.0.8
Cliemt MAC address: @2:47:57:4d:08:38 (02:47:57:4d4:00:38)
Client hardware address padding: Q0082000008000000008
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: {53! DHCP Message Type (Regquest) i
Option: {55) Paraseter Request List
Option: (5@) |Requested IP Address (192.16.8.3)
Option: (54} |DHCP Server Identifier (192.16.8.2)
Option: (B1} Client Fully Qualified Domain Mame
Option: (255) End

DHCPH 1Mo B

3. IEFEMER
DHCPZE Fum [ & & 1XDHCP requestit 3%3K
X,

DHCPE Fim AT #&F TN & IXDHCP
discoveriR 3, ZER—"TMERNE Z 1 RSS
#5817 DHCP offerfg XN & Fim =1 FE5E
—/NE] Y DHCP offerfy iR 5588 ki3 171PHb 3t
WA I B A 1XDHCP requesti®R>C. U™
BT & IEDHCP REQUESTIRX, EA7T
BAFTEDHCPRRE =8, ERIEFEED
DHCPER &8 1R it AYIPHHIE, HAMDHCPAR
SRUNEFTEEELDBEAT PikHIIPHE
U Ess AR P i,
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il 207230131 _doip_dump peapng

File  Edit View Go Caphwe Analyze Statistics Telephony Wireless Tools Help

dm 2@ RE QesEF & _ = 68T

ilin:p 11 &rp .

t Time Source Desbination Frotoca Lengt Info
133 247 439304 Advansus_S4:48:3a Broadcast ARP 42 ARP Announcement for 192:.16.8.2
212 248.757818 8.6.0.9 255.255.255.255 DHCP 364 DHCP Request

3 248 . B21668 192.16.8.2 255,255, 255, 255 DHCP 342 DHCP ACK

4 224 249552708 192.16.8.2 255.255.255.255 DHCP 342 DHCP ALK

Transaction ID @x5080e534

- Transaction ID 8xS888e
05 255.2595. 255,255 B2 DHCP Discover Transaction ID Bxbbic293e

222 349 5217832 182.16.8.2 255.255_255 255 DHCP 342 DHCP Of fer

114 DHCP Request

Internet Protocol Version 4, Src: 192 16.8.2, Dst:
User Dategram Protocol, Src Port: &7, Dst Port: 68

~ Dynamic Host Configuration Protocol (ACK)
Message type: |Boot Reply (2)
Hardware type: ernet (@

Hardware address length: &

Hops: @

Transzaction ID: 8xbh3c293e

Seconds elapsed: @

Bootp flags: @xB0OH, Broadcast flag (Broadcast)
Client IP address: 2.0.9.9

Your (client} IP address: 192.16.8.3

Next seérver IP address: 255.255.295.25%5

Relay agent IP address: 6.8.8.0

Client MAC address: 82:47:57:44:00:30 (02:47:57:44:08:38)
Client hardware address padding: BE03000208D030000000
terver host nase: DESKTOP-SHWTITO0

Boot file name not given

Magic cookie: DHCP

Option: (53)] DHCP Messape Type (ACK)]

Option: (1) Subnet Mask (255%.255.255.0)

Option: (1) Router

Option: (46) MetBIOS over TCP/IP Mode Type
Option: (6) Desiain Mame Server

Option: (51) IP Address Lease Time

Option: (54) DHCP Server ldentifier (192.16.8.2)
Option: (255} End

DHCPE N EX
4. FINTER
AR 55 =5 2] Sy DHCP ack#aIAIR 3L o

DHCPER %22 UX ZIDHCPE P it & 3% ADHCP
requestik X z [ =Bl 8 DHCP ACKK#IA D ELIP
#bit, DHCPZE Fim | fRSS =8 & iX1d 3k HY
DHCP ACKZ & T % &5 #EarpIR SXUCRERM
EXNMEF SR FERIZIPHUAE Fis,
BRBENERZIPHIE, MREER i@k
Ax R IADECLINEIR X, FHEFT RS E515KIPH
i, EE, BRES=RSBULH S Ao R b,
YRS e3B = Nt B, FEFHR
Hhit# 7o le, RERDHEH EZAIHHDRER,
IR A AHDHCPE FimFDHCPHR 231 & F1
DHCPAR %28 2 ZIDHCP requestiR 3t 18 SEuUt
IPHbitE £ ERes HthE P, DHCPRRE RS
B Z DHCP NAKIR XA R Fim, &P imnxF
DHCP NAKIR X Z [ & E 1 & 15DHCP discover
RS I PHbIL
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TCPH E B4 S B!

1EEENY . HEURER IR ZE], TCPEB
W= RIBFNREEAE G NERG Z 8
SOEE., XM RERAEN S EES TR
B, FEIVIBHEIERY S,

2.0 FEM . TCPRIEARIX T RIXHEHES
EWTIEREW, wBERIIRIA, MR
EEEEEFPEUERER BEWASRA
EFIEREF L. TCPRREEIRERIZIE
8 A9 U AE UL

3SREEH: TCP{E AR ELHH &K LE
IR . B AEEAESEZERENXE
A HAZEER, AFEEAFFETEIESE
R, BRI T .

AMREIEE] TCPLILAE IR H R EIEM LK
mE, PHIEMNEIHE, SREMNEELEE
BRIEZHRER, BRiEEL, HERE
1EMERE.

SaEEA L HEUREHTTHE, TCPEL
g;@?@%ﬁ&%i?ﬁ_ﬁ%ﬂwﬁﬁzfﬂE’ﬂ
F iz o
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EPR LEL R ||5ten

W T7 &PAbFcloselk 7S

%

[ N

SYN_SENT ( sm__-.,' voqa; Jﬁﬁl_]\syn sent’ ,é,\

7 L,\

ESTABLISHED

establellstenxlj(,u

M HUT-1-18pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmZ® RE QeasEFe_ =il

(1 [tep

I T = Diactination ErotocolLanat Infr
-

B MSS=146@

172.16.2.99 172.16.2.38
172.16.2.99 172.16.2.36
172.16.2.30 172.16.2.99
172.16.2.99 172.16.2.30
172 16 2 99 172 16 2 39

56 2.875829
72 3.755079

6@ 49152 > 13400 [ACK] Seq=20 Ack=22 Win=65535 Len=0
7% Reques‘t Tester Presen‘t

74 3.755829

924 8@6436 Sub-function @

94 4.811112 172.16.2.30 60 49152 - 13400 [ACK] Segq=34 Ack=35 Win=65535 Len=0
95 4.820586 172.16.2.30 172.16.2.99 S 72 Reply Tester Present Sub-function @
96 4.820856 172.16.2.99 172.16.2.30 60 49152 » 13400 [ACK] Seq=34 Ack=49 Win=65535 Len=0

RBFREE
=, !

. ste H L SAESsyn B, T e S5 i

Wk * step2 L i 32 52 2 , (212
[ Sef;ﬁ BREEEAL il adedeont,

« step3: kixack ‘)q%\ix‘:' j‘%
A establelisten KRR 553 :l: F' m

Ack=
. LR, REME=RBEEAbE
Hﬁ#lﬁmsmeqau@g ESTABLISHED ?HE _—]F% %_'%XL'%D EE/‘J%Ejj :

BIrRE A,

-

FHN

. LRSS, L
g FFl=,

%Llﬂlirm#_lﬁ Asyn_rcv

dJlk
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3.4.7 TCPAMO & = X¥&F
- 1 s B ATEATRIET: TR UL £5%

: | _ pMBEY, SERERR, TERSK

g, Seakin= 20 oy AFFANMERIRET ZXETELR
| B, BE—RETRSEME S NEREH
BEEAR Seq Num :,00\) ﬁ
= . ! [ 1B SYN b #7%9 SYN 56ik |

\ SEEE ~  amen 2. 75 =Sm1EA:
ey

S| XA BRI e R TR E

> il

| T SrREOTNMEAC RS ENER
| |

et ‘ ] gErmmir |~ 8, MLEHEWHN=KEFNIE K
" = R e o L S IE—A ; EMIEZRFEED
o e [ . RIS~ PoyndR X, BRI B E Lk
Hﬁg%gggiéﬁ W\ syn+ack?§3‘C, %HTEF' s AR 'ﬂﬁﬁﬂ"i
37 53 89 SYN BFHHA E Qé l‘lﬁ _thIJ
| S~ ’\ N ° A —_— \ A
T—N @ SVIN 5e§?‘r§ﬂr§yj\1}oo\ EF E%?’:E IEI EaCk?&X ) i%ﬂ?HE%E% EI\] ?‘)] tzl:_l\
2q Num = cliegt_isn =] NS N
e e ol wEAIShERRE. SRS ERER
- FHSEEET T . MRERREF, R
= ) S | ﬁ:'/ BEARIE— T Y F3 SH Ak ThiE I
\t-E e = . | “<

ACK
Ack Num =400+ 1
client_isn : B RETNBRAIS | | [sEAR
server isn: FRSSIHRIIAKEED| @oral enzinze A | 0501 @ IEERAL
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347 TCP Wil - - - P00 48 B3 e

‘ test_ Boot_App_Lotus_1G_20.14b_DHU.pcap
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help

AB @ ITRE QewE @ QI

| [tep

No. Time Source Destination Protoco Lengt Info
385 15.845876 198.18.34.15 198.18.32.1 TCP 81 48829 » 13401 [PSH, ACK] Seg=1 Ack=1 Win=66@56 Len=15 TSval=1636 TSecr=139
386 15.846200 198.18.32.1 198.18.34.15 TCP 66 13481 » 48829 [ACK] Seg=1 Ack=16 Win=16369 Len=@ T5val=141 TSecr=1636
388 15.883228 198.18.32.1 198.18.34.15 TCP 83 13401 » 48829 [PSH, ACK] Seg=1 Ack=16 Win=16384 Len=17 TSval=144 TSecr=1636
389 15.884493 153.18.34.15 198.18.32.1 TCP 66 48829 » 13401 [ACK] Seg=16 Ack=18 Win=66832 Len=0 TSval=1640 TSecr=144
390 15.884524 198.18_34.15 198.18.32.1 TCP 80 48829 » 13481 [PSH, ACK] Seg=16 Ack=18 Win=66856 Len=14 TSval=1640 TSecr=144
391 15.884747 168.18.32.1 198.18.34.15 TCP 66 13481 » 48829 [ACK] Seg=18 Ack=38 Win=16370 Len=0 TSval=144 TSecr=1640
392 15.886247 198.18.32.1 198.18.34.15 TCP 79 13401 » 48829 [PSH, ACK] Seq=18 Ack=30 Win=16384 Len=13 TSval=144 TSecr=1640
393 15.886631 198.18.34.15 198.18.32.1 TCP 66 48829 » 13481 [ACK] Seg=30 Ack=31 Win=660480 Len=0 TSval=1641 TSecr=144
394 15.887247 198.18.32.1 198.18.34.15 TCP 84 13481 - 48829 [PSH, ACK] Seg=31 Ack=3@ Win=16384 Len=18 TSval=144 TSecr=1641

-941756 -18.34. -18.32. 66 48829 » 134081 EAEI(] Seq=3@ Ack=50 Win=66024 Len=0 TSval=1646 TSecr=144

.946298 .18.32. 2.18.34. . 66 13401 > 48829 [ACK] Seq=50 Ack=31 Win=16384 Len=0 TSval=149 TSecr=1647

.336718 .18.34. .18. 66 48830 > 13401 [ACK] Seq=1 Ack=1 Win=66@56 Len=8 TSval=1886 TSecr—=204
473 18.355682  198.18.34.15  198.18.32.1  TCP 81 48830 > 13401 [PSH, ACK] Seg=1 Ack=1 Win=66@56 Len=15 TSval-1887 TSecr=204
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3.4.7 TCP -I_j]\i/\ ___ L ;A:If_'yt'_ : ;g:%ﬁiﬁ?g

F—XKEF: Clientim&eEFI1E5K, FHREBLELEEIE, [EServerin ZIXFREAZFINIRICER, FIN=1, ®EFYS
seq=u (ZFTRHEAXZIFIRNEENEE— " FZTHNFSL) |, LA, Clientim#E AFIN_WAIT_1 (22 1FZF1F1)

RAS, XRRClientifg A B EIEE L %A Serverin T (TCPHLE, FINIRCEREN(FEAETEHIE, BEEE—ANFS) |

B TXRIEF: ServerimlXF 7 Clientis ZIXAIFINIR XCER, [ ClientimiR Bl — MR E AL ZACK=1AYFR 3CEX, acki¥ Jseq

il (u+l) | FET LEBCHFESSseq=v, RSimmHEN T CLOSE-WAIT (k%) IRA, TCPIRSHBEMSEH
NR#HE, BFmORSSENAESMER Y, XMMELSTHEXFRTS, IFFPHELXEEEELRIXT, B2k

SWERIEEIE, BRPmRARABES ., XPMRESEERFE—EREE, it ¥ CLOSE-WAITIRSHE N E, &

Pl B RESNFIANG KRG, I, BAImIFHAFIN-WAIT-2 (& 1EE1F2) IRES, EFRES A= EERIER

X (EXZ AR EEEIRSHAENRENEIE) |

B=REF: RSB RENEBEAXTER, MOEFmALEZEREMIR, FIN=1, ack=u+l, BHFEIXFIR
7, BRESFIRUBENXNAXT —LEEE, BRI FSS Aseqg=w, LA, REI|[IEFN T LAST-ACK (HR/EHIN)

RS, FEEFimAOHIA.

FIURIEF: B mREI RS S=IEERIGRXE, DA HTHIN, ACK=1, ack=w+l, MHCHFS]S=Eseq=u+l,
b, BFmREAN T TIME-WAIT (BHE)&ERE) RE. JERMNTCPEREIRZBEM, DIMAid2«+MSL (FREKIRX
BEdr) MEE, YEPERAEERZIEE, F#FEACLOSEDIRE, RETBREWRE TR sk BHHIA,

B3 NCLOSEDIAZS ., TJ AEE|, FRESSBERTCPERENNBELLRE FigfR—L,




3.47 TCP N - - -PURIEFBEHIE
A 2EENER=XKETF, XAN
AHEA 2 R IEF?

71 ¥ Serverim i F| Clientiz AYSYNIE 12

EXRIRE, I IAE &R IESYN+ACKR

X, HPACKIRXZARNER, SYN#R
NoERXRETSH., FAAESERERTE
=XEF,

BRXMEER, HServerimlX ZIFINR
XHf, 1ROJBEFH A BN ASOCKET,
Frd R e B E —1ACKIRY, &HiF
Clienti, “PRAAIFINFRSCEUNE] T,
REFZR|FServerim Fr B YR SCER A IX
=T RABERIEFINIRSC, EILAREE—
AL, WEEELIETF.

= 2MSL
(L) TIME-WATT
i) 2545




[

3.4.7 TCP ¥MY - - - P38 F R LE 3

AT ATIME_WAITIR S B EL T 2MSL(5 KR SCEX & 7719 [8]) 7 8B 1R [E] E| CLOSEAR 7S ?
2MSL, two Maximum Segment Lifetime, Bl N ABRE AR,  (FA: FhlbackiBXES%, ServerB X &k i%FiniR
X, —k—[E&KEHE2MSL)

BARREE, INMRXEPRIETEE, BINTIUEEHACLOSERRES T, ERHBMNIDABENEEATEN, FoUER
B—1ACKESR . FRIUTIME_WAITIRESHEAREX T8 ERAIACKIR X . fEClientRiXH &EHIACKEIE, {BiZACK
oREEKR. ServerfIRZFUFIACK, FAMERELIXFINTER. FridClientRgEIRIXA, B AHIAServeriE T
iZACK, ClientS7E X ZEHACKZ FHAZITIME_WAITIRE . ClientSi R BE—/MTATaE, FF2MSLEyRt|E. NR7AEIZA
B A FRICZEIFIN, FBAClientSE ZACKHEREFF2MSL, FTiERI2MSLE B fZHIMSL(Maximum Segment Lifetime),
MSLIE— MR EXEME R R KEITEERE], 2MSLEEE— PN AR EFM— P EE AR HNRANE. MREF2MSL, Client#p
WEBXREZIFIN, FBA4ClientHERTACKE 2 ThIER, ML RTCPERE.
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